
Exploiting and patching 
vulnerabilities on the 
web.

Web Security



OUTLINE FOR TODAY

Required Software
Please install Burp Suite 
if you have not already!01
Overview of Burp Suite
Tools like Repeater, 
Intruder, etc.02
OWASP Juice Shop
Attack a live insecure 
website, fix security 
bugs
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Install Burp Suite Community 
Edition



Install Burp Suite Community 
Edition



Why Use Burp Suite?

● Keep a log of web traffic
● View and modify HTTP requests/responses on a website
● Suite of tools:

○ Proxy
■ View all traffic routed through the Burp proxy
■ Intercept and modify requests

○ Intruder
■ Brute force HTTP requests by parameters, endpoints, HTTP 

headers, etc.
○ Repeater

■ Repeating a previous HTTP request with modifications
.
.
.



Burp Suite Proxy

The web application 
response is sent back 
to the Burp proxy.

Web Server

Request is sent from 
the browser to Burp 

Suite.

Allows for the 
modification of 
request data. 

Forwards the request 
to the web server.

Burp Suite
Browser



Quick Intercept Demo



Place an order that 
makes you rich
● Make the shop pay you



User input fields may be used as 
arguments in an SQL query. If these 
input fields are not sanitized or 
validated correctly, an attacker may 
be able to modify the query 
maliciously.

SQL Injection
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SQLi - Login as Admin
● Analyzing SQL queries and crafting an SQLi string
● Brute forcing SQLi strings with Burp Intruder



SQL Injection

OWASP Juice Shop login.ts

https://github.com/juice-shop/juice-shop/blob/master/routes/login.ts


Access the 
Administration Section
● Find the URL to the administration section



Register an Admin 
Account
● Find the parameter required to register an admin account
● Craft a registration request with this parameter



Any questions?

THANK YOU

@gdscutm

@utmmcss
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